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Abstract

A digital revolution is underway in which individuals on their computers, some
working independently or in ad hoc collectives, and others as part of established
organizations, are gathering and verifying information from online spaces that they
believe contain evidence of human rights violations or international crimes such
as war crimes, crimes against humanity, or genocide. Known commonly as digital
investigators, citizen sleuths, or open source intelligence (OSI) researchers, this
community of practice has expanded across major newspaper agencies (such as the
New York Times, the BBC and the Washington Post), human rights organizations
(such as Amnesty International, Human Rights Watch and others), and national
and international court systems (including United Nations Commissions of Inquiry
and Fact-Finding Missions, and the International Criminal Court). In this article,
we draw from our legal and sociological training to explore the role of power
and humility in this quickly-emerging field of practice. Fundamentally, power and
humility intersect with conceptions of ethics and responsibility but have too often
been an afterthought to the intrigue of methodological possibilities and investiga-
tive outcomes. From who has access to digital open source investigative training to
how investigations are designed to who are considered experts, this article posits
that a failure to interrogate power asymmetries and an unwillingness to approach
such research with appropriate humility can undermine the integrity and legitimacy
of these investigations.
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A. Koenig et al.

Introduction: Power Asymmetries in Digital Investigations

A digital revolution is underway in which individuals on their computers, some
working independently and others within organizations, are gathering and analyzing
digital information they believe could be evidence of human rights violations, war
crimes, crimes against humanity, or genocide. Known commonly as digital investi-
gators, citizen sleuths or open source intelligence (OSI) researchers, this community
of practitioners has expanded across major newspaper agencies (such as the New
York Times, the BBC and the Washington Post), human rights organizations (such
as Amnesty International, Human Rights Watch, and others), and in national and
international court systems (including United Nations Commissions of Inquiry and
Fact-Finding Missions, and the International Criminal Court).

In the earliest years of this revolution, the internet was celebrated as a democratiz-
ing force—one that empowered activists and researchers based in areas affected by
conflict or other crises to share their experiences with the world. No longer would the
communication of facts be monopolized by professional reporters—instead, profes-
sional and lay perspectives would exist side-by-side, helping people make greater
sense of what was happening in the world. However, later scholarship has illu-
minated the ways in which the internet has largely reiterated and even reinforced
existing structural and cultural inequalities as well as steered people into echo cham-
bers of mis/disinformation, often laden with racist/sexist tropes. For example, Dr.
Safiya Noble, an Information Studies, African-American Studies, and Gender Stud-
ies scholar, has repeatedly noted how search engines, and the algorithms that drive
them, have “really failed the public, particularly people who are oppressed, under-
represented people who live in the margin, people who don’t have access to a lot of
resources” (USC Annenberg 2018). She spotlights the ways that the internet is far
from a neutral information source, embedding and even amplifying long standing ste-
reotypes and biases (2018). Other scholars have similarly noted the biases in online
resources, spotlighting the challenges this raises for digital investigations (McDer-
mott et al. 2021). And as has been noted by Jeff Deutch, an independent researcher
and former director of operations and research at Mnemonic, “Al is notoriously con-
text blind” (Asher-Schapiro and Barkawi, 2020). The inability to assess context, or to
reflect on the duplication or amplification of social inequalities, can limit the human
rights field’s ability to use the internet as an equalizing force.

As a response to this, public interest technology (PIT) is an emerging field at the
intersection of technology and social good that aims to counter some of technology’s
more pervasive harms (NetGain 2015). Rooted in commitment to social equity, PIT
focuses on addressing disparities in technology access, promoting diversity within
the tech workforce, and making innovation more inclusive (New America 2020). PIT
offers a framework for confronting structural and algorithmic inequities that scholars
such as Noble have identified, while also providing a pathway for the human rights
field to develop practices that are more context-sensitive, accountable, and aligned
with the public good. Digital investigators must be part of this work.

An open source investigation, as defined by the Berkeley Protocol on Digital Open
Source Investigations—the international standard for such investigations—is one that
relies on publicly-accessible online information (UN Human Rights Office 2022).
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While digital open source research methodologies have provided new opportunities
to complement more traditional offline research methods (such as interviews with
witnesses and the collection of physical and documentary evidence), they have not
always been effective. In some cases, they have introduced biases and other issues
that jeopardize the integrity of the research or—worse—harmed vulnerable communi-
ties. Notorious examples include the misidentification of one of the “Boston Bomb-
ers” who killed multiple people at the 2013 marathon in Boston, creating significant
distress for the innocent person’s family (Lee 2013); sharing the video of someone’s
rape in an attempt to crowdsource information about the incident and thereby ampli-
fying the survivor’s emotional distress (Hill 2012); and providing geocoordinates of
the location from which someone documented an atrocity, potentially revealing the
documenter’s location and putting that documenter in harm’s way (Fiorella 2023).

Drawing from our legal and sociological training, we explore the role of power
and humility in the OSI field of practice in order to avoid past mistakes, such as the
aforementioned ones, that have caused harm and damage in their rush to determine
what happened, trying to outpace the speed of the internet and defying the timelines
of careful research. Fundamentally, power and humility intersect with conceptions
of ethics and responsibility, a still-nascent focus of digital open source investiga-
tors with few exceptions (Ivens, date unknown; Dubberley and Ivens 2022; McAvoy
2021; Rahman and Ivens 2020; Koenig et al. 2024). For practitioners, power and
humility have too often been an afterthought to digital investigations’ methodological
possibilities and investigative outcomes, driven in part by the field’s fast pace. From
who has access to digital research training, to how investigations are designed, to
who major media outlets and courts consider experts, we posit that a failure to inter-
rogate power asymmetries and an unwillingness to approach research with appro-
priate humility can undermine the integrity and legitimacy of digital investigations.
Humility requires that researchers ask questions of the data they discover online—as
opposed to adopting it blindly—and interrogate their own inherent biases, as well
as the structural biases endemic to the technologies they deploy (McDermott et al.
2021).

As U.S.-based professors working in public higher education institutions—at three
campuses across the University of California (UC) system that are extremely diverse,
welcome many international students, and have a large number of first-generation
students and federal Pell grant recipients—we are routinely asking questions about the
purpose of research, whom it (truly) serves, and how to mentor a demographically
rich community of students who are shaping the future of this work. We acknowledge
and respond to the reality that “research is a social enterprise that itself can reify
inequity” (Venkateswaran et al. 2023). As “pracademics” (practitioner academics)
who founded digital investigations labs at our respective institutions and now work
collaboratively as co-founders of the University of California Digital Investigations
Network (UCDIN), we are required to abide by certain standards of research ethics
and academic rigor that differ from non-academic organizations. These factors are
contributing to our inquiry about what it means to responsibly engage with and men-
tor digital human rights researchers in a field of practice that is neither shaped nor
driven by the logics and expectations of our academic professions.
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In this article, we explore two central questions: what is the relationship between
representation and power in digital human rights investigations? How does one
practice humility in digital research, especially when investigating a quickly evolv-
ing social or political conflict? Understanding how power dynamics shape research
design and implementation is paramount to every aspect of this work. We are espe-
cially interested in how our inquiries into the effects of power and humility in digital
investigations can contribute to a research community in the OSI field that does not
have a standardized code of ethics and responsibility, such as those by which academ-
ics, lawyers or journalists are bound.

Recognizing power asymmetries in digital spaces requires assessing who has digi-
tal tools to produce relevant content in the first place, as well as who uploads that
content, to who is depicted in the content, to who finds and analyzes that information,
to who assembles that information, and to those who amplify that content back out
into the world, whether through a story or a case or otherwise. The power differentials
between the subjects of the content, the documenters (those recording and uploading
audiovisual content), and the analysers (those investigating, archiving, and report-
ing), are captured by Gabriella Ivens and Zara Rahman who have noted the tendency
for “high-profile investigators [to receive] accolades for their valuable investigative
work, while the people who made that work possible remain unacknowledged, per-
haps even unaware that the video or image that they recorded was even used” (2019;
see Bassouni 2022). Similarly, Libby McAvoy has made a plea that the community
of practice better center the source in open source investigations, finding ways to
more effectively enact solidarity between “content-creators” and “content-analysers”
(McAvoy 2021).!

Human rights accountability structures have often been criticized for enforcing an
asymmetrical space in which researchers from the Global North assume the role of
documenting, judging, and interpreting the behaviors or experiences of people in the
Global South. Such roles may differ alongside such demographic differentials as race,
gender, class, language skills, and otherwise. Ella McPherson and her colleagues at
the University of Cambridge have noted the power shifts and struggles inherent to
any new field of knowledge production. They especially point out the role of “‘inter-
pretive authority’: the authority to build information, which is inherently limited, into
a coherent account or story and to ascribe it meaning” (McPherson et al. 2019). They
underscore that “[m]ultiple possible interpretations often exist where data is meager,
or when posters provide conflicting explanations of events. The interpretive function
is key in the transformation of human rights information into evidence for advocacy
and courts” (McPherson et al. 2019).

In this article, we seek to illuminate some of those hidden operations of power
embedded within the open source field, accounting for the praxis of responsibil-
ity, ethics, and positionality. Data—especially quantitative, but also qualitative—can
be used in ways that appear to provide objective insights, but ultimately obscure

! In her seminal essay, McAvoy recommends that participants identify opportunities to collaborate to mini-
mize inequitable power relations between creators and analysers, provide crediting and budget funding for
individuals and groups across the open source investigations ecosystem, and seek informed consent to use
the content of content creators (see Bassouni 2022).

@ Springer



Power and Humility in Open Source Investigations

the operation of power, differences in power relations, and assumptions that might
be shaping interpretations of the data (McPherson et al. 2019; Engle Merry 2016;
D’Ignazio and Klein 2020). We argue that to exercise humility in investigations
requires questioning—and disrupting—power imbalances; striving for meaningful
diversity across research teams, across projects, and across the field of practice;
exercising solidarity-driving collaborations; and honoring the role of emotions in
investigations. We move beyond a view that the OSI field has to replicate diversity,
equity, and inclusion (DEI) efforts that have been criticized for too often implement-
ing superficial changes, rather than individual, structural and cultural changes that
fundamentally transform the operation of power.

The remainder of the article continues the exploration of power by drawing from
socio-legal scholarship to define what power is and suggesting how it operates in an
academic context. Then, from that foundation, we describe the rapidly evolving field
of digital open source investigations, in order to illuminate loci of power within the
space, including in terms of research design, implementation and impact of digital
investigations. In the concluding section, we discuss three core values of the UCDIN
— research team diversity, multi-level collaborations, and honoring emotions — as
disrupting the prevalent power dynamics in the open source investigation field.

Theories of Power and Representation

Sociologists and political scientists have numerous approaches to defining power.
Sociologist Max Weber has argued that power is the ability to overcome others’ resis-
tance to achieve a desired result. In the 1950s, Political scientist Robert Dahl intro-
duced a similar conception by explaining power relationships as “A [having] power
over B to the extent that he can get B to do something that B would not otherwise
do” (Dahl 1957). Political scientist Peter Bachratz and economist Morton Baratz
extended Dahl’s explanation in the early 1960s, adding that power can also be exer-
cised by “preventing B from doing what she wants to do” (Bachratz and M. Baratz
1962). According to Bachratz and Baratz, in order to sketch the effect of power, social
scientists would need to not only map whose interests prevailed at any given time,
but also what decisions were not made, and why. In the 1970s, political and social
theorist Steven Lukes introduced the “radical” conception of power, which argues
that power dynamics may still be at work in situations where B willingly does what A
desires, but where B’s desires, interests and even beliefs have been manipulated such
that B acts in ways that are in tension with their “objective, real interests” (Lukes
2004). In contrast, historian and philosopher Michel Foucault rejects the idea that
power is tied to relationships between A and B, and argues instead that power is tied
to the very formation of agency: peoples’ ability to have desires and goals and to act
freely (Foucault 1977).

In his seminal 1992 article “The Fourth Face of Power,” Peter Digeser explains
that “[u]nder the first face of power the central question is, ‘Who, if anyone, is exer-
cising power?’” Under the second face, ‘What issues have been mobilized off the
agenda and by whom?’ Under the radical conception, ‘Whose objective interests are
being harmed?’ [While [u]nder the fourth face of power the critical issue is, ‘what
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kind of subject is being produced?’” (Digeser 1992, 980). Applying the definitions
of power from previous decades, these questions posed by Digeser can be applied to
various stages of the open source investigation process, in order to illuminate where
there may be opportunities for intervention, or at least consciousness about the role
that power dynamics may be playing in decision making processes.

Other scholars have established supplementary theories to explain how power
operates in societies. For example, according to the class theory of power, societies
consist of the “haves” and “have nots.” The former dominate society economically
and as a result also possess social, ideological and political capital that can be exer-
cised in their interest. This theory, advanced by Karl Marx, suggests that the domi-
nant class regularly exploits the subordinate class for their labor, and suppresses the
subordinate class’ ability to rise. A seminal example would be the authority exercised
by masters over people who have been enslaved.

According to the elite theory of power, associated with C. Wright Mills, the abil-
ity to overcome resistance and to assert one’s interests is based on being part of a
small, elite group that has some special qualities. These qualities can include par-
ticular kinds of knowledge, resources, or social standing. Classic examples would be
elected leaders, the military and corporate leaders, who attend elite higher education
institutions together, frequently socialize with each other, assume each other’s posi-
tions, and in that way concentrate power in the hands of a select few, wielding outside
influence for a small minority.

In the OSI context, “the haves” and “have nots” could be reflected in professors’
deployment of student labor where students are not receiving authorship credit, units
towards graduation, or payment; in the civil society context, this could be reflected in
the claiming of credit by a relatively well-resourced organization for crowdsourced
efforts that obscure individual contributions, or the contribution of the sources of
that data. Importantly, in later research, sociologists have decoupled this dominant-
subordinate class paradigm from economics, arguing that economics is not neces-
sarily the defining factor in who “the haves” in society are (Milanovic 2011), which
is contextual and thus can be conceived more broadly. In the context of open source
investigation, being a “have” may include an ability to access the internet; access to
training in open source investigation methods; or inclusion in networks that amplify
or otherwise lend legitimacy to one’s work. With regards to elite networks of power,
the OSI context can be reflected in the relatively tight networks among a select few
individuals who helped pioneer this field; these binds may be even tighter around
axes of gender, nationality, class, ethnicity, or otherwise.

Pierre Bourdieu has illuminated the value of considering various “domains of
human activity” as fields (Bourdieu and Wacquant 1992, 76; see also Hilgers and
Mangez 2015, 2). Bourdieu’s notion of fields underscores an earlier observation that
social reality is “fundamentally relational” and thus must be understood by looking
at interactions between individuals’ internal psychological states and the “social and
physical environment in which they operate” (Rosca and Dziura 2025: 280—81).
According to one observer of Bourdieu’s notion of fields “[t]here are various fields
within the social world, and each field is a relationship space of its own, dedicated to
a specific type of activity” (Hilgers and Mangez 2015, 5). Based on this description,
the collection of individual actors and activities that identify and are acknowledged
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as relating to open source investigations would collectively compose the relevant
field (interestingly, one that cuts across other fields that Bourdieu has analyzed, such
as journalism and law).

As Hilgers and Mangez have observed in their interpretation of Bourdieu’s work
“[t]he greater its autonomy, the more [a] field is produced by and produces agents who
master and possess an area of specific competence....[generating] a set of presuppo-
sitions that implies adherence to a domain of activity and implicitly defines the condi-
tions of membership” (2015, 7). As they also underscored, “The more autonomous
a field, the more it produces an autonomous and specific language, representations
and practices....as autonomy [from other areas of practice] increases, the refraction
effect grows and the agents tend to divert, translate, and interpret external phenomena
in terms of the stakes, logics and beliefs specific to the field and the positions they
occupy within it” (Hilgers and Mangez 2015, 7). Power is a key operator within a
field and therefore its observation is key to “understanding the structure of specific
fields” (Hilgers and Mangez 2015, 8). More specifically, tensions can arise within the
“field of power” as various conceptions of what constitutes legitimacy compete for
dominance. This can be especially represented as a tension between economic capital
and cultural capital (for example as “the growing domination of the economic field
over the educational field....is transforming the role, place and power of the agents
active in these fields by consolidating the relative value of economic capital and
weakening that of cultural capital” (Hilgers and Mangez 2015, 10).

Similarly, the pluralist theory of power argues that all social groups compete to
secure influence. According to this theory, no one group holds power; instead power
relations are contested, diffuse, and may be operationalized in different ways. This
may be seen where OSI organizations compete for funding or credit, as opposed to
exploring mechanisms for collective resourcing and acknowledgement for their vari-
ous contributions, or where media restrict the number of bylines for authors to one
or two privileged few, obscuring critical and diverse contributions to collectively
researching and building a story.

Finally, various subgroups have developed approaches for studying power in
their domain. One such subgroup self-defines as feminist. According to at least one
summary of the relevant literature, there are “three main ways in which feminists
have conceptualized power: as a resource to be (re)distributed, as domination, and
as empowerment” (Stanford Encyclopedia of Philosophy 2021). Under the resource
conceptualization, power is a “positive social good” that is unequally distributed and
thus the goal is to redistribute power as a resource to be equitable between women
and men, or across some other social division. Simone de Beauvoir’s work The Sec-
ond Sex is tied to the domination conception, which argues that men are the central
actors in society and women are defined only in relationship to men; he is “essen-
tial,” while she is “inessential” and thus “othered.” This conception has often been
critiqued for ignoring differences between women’s experiences based on race,
ethnicity and intersectionality more broadly. It also obscures understandings of the
spectrum and potential fluidity of gender identity. The third “radical feminist” or
empowerment approach perceives “gender difference [as] a function of domination”
and as exploitation, further illuminating that gap.
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This brief sketch of what power is or might be and how it operates to influence
outcomes in the world, offers a starting place for thinking about how power mani-
fests in the field of digital open source investigations, and how power might be (re)
distributed for achieving better representation, equity and/or equality, especially in
light of such investigations gaining traction with international court systems—and in
the process improving the overall representation and/or quality of the work. Ulti-
mately, Hanna Pitkin succinctly summarizes what links all of the above theories and
conceptions: She notes the etymology of the word power as belonging to the French
and Latin words meaning “to be able,” which “suggests that power is a something
— anything — which makes or renders somebody able to do, capable of doing some-
thing” (1973).

The next section uses this sketch of power as a point of departure for exploring
the core foci of this article — human rights open source investigations. In doing so,
we seek to couple power and representation in relation to academic research. This
pairing crystalizes how power and representation shift depending on time and context
and, moreover, that the work of digital investigations is an ongoing recognition of
that dynamic in order to move forward with intention and in ways that comply with
notions of human rights (which demand nondiscrimination and a recognition of the
inherent dignity of all people), as well as a recognition that the risks of participation
can also quickly change for the subjects of the research across the lifespan of the
investigation.

Power and Representation in the Design, Implementation and Impact
of Digital Investigations

In order to map practice to power, we analyze each step within the cycle of digi-
tal open source investigations. We start with training considerations, then project
selection, followed by project operationalization, then dissemination, and close with
effects. Those practices are not being created in a vacuum; they borrow the logics of
the fields of practice from which they have emerged. These include the fields of tech,
academia, law, journalism, and war crimes investigations. In particular, this section
discusses how we practice humility in digital research to model for students and our
professional peers the ways in which we approach the research process and ethics,
acknowledging that humility mandates an ongoing self-reflective research process.
Ample research documents that there is a serious lack of diverse representation
in tech fields, which are largely dominated by white men from the United States and
Europe (Neely et al. 2023). Having such lopsided representation in which one demo-
graphic group is overrepresented means that software and other computing programs
often reflect the interests, preferences, and values of the relatively elite designers of
those products. A lack of transparency regarding privacy rights, a lack of interest-or
understanding of why it is necessary-in robust content moderation on hate speech,
especially with regards to racism and misogyny, and wide collection of users’ online
activity for profit is a reflection of the values and ethics of tech producers. Further,
this overrepresentation introduces algorithmic bias to research design (Noble 2018,
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McDermott et al. 2021), which is exacerbated by biases endemic to the underlying
data on which algorithms are trained.

For the purposes of digital human rights investigations, a lack of diversity amongst
researchers can be harmful as it can influence what gets investigated and how it gets
researched, leaving dangerous gaps in understanding. If one demographic group is
over-represented at the decision-making table, that table is likely to prioritize that
group’s perspective on what merits an investigation and thus is worth the investment
of time and resources (see, e.g., #Verified 2025). Beyond deciding what human rights
issue to research, this same group then determines how to conduct that research—
from who does that research, to who becomes the subject of that research. Excluding
particular events or perspectives may be deliberate, but is likely more often unin-
tentional, a reflection of Mills’ elite theory of power and how decision-making can
coalesce in the hands of a homogenous and privileged few.

Who has power and who is represented in investigations is linked tightly to posi-
tionality (one’s position in society) — as either the researcher making decisions or the
subjects of a digital investigation, who may be (and often are) unaware of decisions
made by researchers (McAvoy 2021). In open source investigations, subjects are not
necessarily in a position to contribute to the research design and decision making
during the investigation and yet, their safety and other interests can be negatively
impacted based on decisions of the researcher. For example, collecting and geolocat-
ing videos of violence posted online from personal social media accounts during an
uprising against an authoritarian regime may endanger the life of the person posting
the content. If a researcher is unaware of the surveillance practices of that authori-
tarian regime or how that regime deals with dissenters, the researcher may amplify
content posted by a civilian, putting them at risk of identification and subsequent
retribution by the state authorities while they, the researcher, is relatively safe in
another country. To carry out open-source research responsibly and in a way that
protects the individuals providing the content being analyzed, it is vital to have or to
develop expertise about the specific country at issue and its history of suppressing
political expression, which may be instinctively or otherwise understood by natives
of that country. A lack of such expertise may result in a difficult decision to not use
those posts because the security risk is too great for ordinary civilians unaware of the
investigation taking place.

Relatedly, power and representation shifts over time, location, and even profes-
sion. There are very real power asymmetries between the Global North and the Global
South, which determines how research is conducted, by whom, and how it is shared
online. However, power is never an issue of simple binaries. While it may be tempt-
ing to emphatically assert that Global North researchers should always avoid investi-
gations focused on the Global South out of concern of replicating or perpetuating past
colonial relationships, this approach is too simplistic and could actually cause harm
or exacerbate existing harms. Instead, one goal should be to redistribute resources in
a way that benefits Global South partners and impacted communities. For example,
an academic researcher from the Global North may have vital institutional resources
by being associated with a university that their counterpart in the Global South does
not. In this case, a Global North researcher may be in a safer situation in which they
can offer critical research support and their engagement itself may be considered
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as a form of power redistribution. Also impactful can be ways of figuring out how
to complement each other’s expertise or resources, with the cultural, linguistic and
social knowledge of those closest to conflict and crisis as valued in an open source
investigation as those with skills in identifying and verifying relevant digital data—
similar to how Leila Ullrich calls for greater recognition of the role of victims in court
processes as a form of labor, not as something that is designed as a right or benefit for
victims, which suggests they should be grateful and uncompensated for their engage-
ment with court processes, as opposed to valued for their contribution (Ullrich 2024).

All investigators, ultimately, have a deep responsibility to be extremely thought-
ful about the potential impacts of their research on the subjects of their research and
other individuals who may be impacted. Where possible, researchers from outside the
affected community should seek collaborations with directly impacted individuals
and organizations to ensure that the project is driven by their needs and interests and
as many relevant voices are incorporated in decisions as possible, and that their work
is equivalently valued both socially and financially—especially, for example, if Global
North researchers claim to be doing the work to assist those in the Global South.
These collaborations will help to expand who has the opportunity to share digital
investigations, who these stories are about, and how they are told (McDermott et al.
2019). As Hilgers and Mangez have explained with regards to Bourdieu’s theory,
“A field is a structure of relative positions within which [relevant] actors and groups
think, act and take positions. These relative positions are defined by the volume and
structure of their capital,” and thus reflect the ways that capital is distributed and
operationalized across the field (Hilgers and Mangez 2015, 10). Redistributing capi-
tal in ways that encourage new ways of functioning—whether economic, cultural or
social (Bourdieu 1986; Bourdieu and Wacquant 1992) — requires a thoughtful multi-
tiered effort, not only among OSI practitioners but also amongst the digital content
uploaders essential to this work.

Specifically, Sophie Dyer and Gabriela Ivens discuss how open source informa-
tion is imbued with the means and historical context of its production (Dyer and
Ivens 2020; see also Schippli 2020). When accessing information online, this context
can be overlooked, creating a situation in which research and investigations are being
conducted with little to no acknowledgement of the role of power in the information
being analyzed or even the risks associated with uploading information online. Map-
ping power in open source research untangles and helps locate the positionality of the
actors, organizations, and subjects of the open source ecosystem.

Issues of the what and how in the research process—what to research and how to go
about it—are intimately connected to representation and power. Coming from work-
place environments and professions in which academic research moves at a different
pace than, for example, a journalist seeking to be the first to break a major story, we
approach the entire purpose of an investigation distinctly from other groups or orga-
nizations, informed by the fact that we work in public education institutions, with
a diverse demographic of students, and are intentional about forming meaningful
partnerships with external stakeholders and partners. Being intentional in involving a
diversity of voices and perspectives and engaging frequently in consultations as part
of our research process is central to the methodological training we offer students,
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and requires that we prioritize slowing down for the sake of effective teaching and
for precision.

To achieve this, open source investigators must bring a great deal of humility to
the research process. This requires a reflective approach: taking note of who is actu-
ally at the decision-making table, about what research is made public, about ensur-
ing minimal risk to those represented in investigations, and adopting an approach
of being in service for the greater good—not of being in service to ourselves and our
egos— and exercising humility. As we seek to empower a career pipeline of predomi-
nantly early career women and a handful of men to enter the OSI field, we must work
in partnership with others to assess who can bear the risks and burden associated with
human rights research and the support they need to avoid experiencing secondary
trauma as well as knowledge on how to respond to sexism in the workplace.

For us, in the tangible sense, approaching the research with humility has required
a constant re-assessment of the parameters and design of the investigation and being
forthright about its limitations. Having research output that is grounded in the data,
that avoids over-generalizations, and that is not seeking attention from the media but
accountability that most benefits impacted communities, shapes the final research
deliverables. In an industry such as academia that prizes and privileges publica-
tions over process, the work of digital investigations itself may not be recogniz-
able or rewarded by academic metrics of career assessment or promotion; however,
the research process itself would be compromised if it was shaped or organized in
response to career advancement. For those instances in which a public research out-
put is possible, we tend to credit the Labs as the author to highlight the collective
nature of the research, with the names of students and any professional support listed
in the text or in a footnote.”

We also break with academic tradition by recognizing student expertise, listening
to students’ perceptions on the work and their creative solutions for finding data and
verifying the accuracy of the content, as opposed to reifying traditional academic
hierarchies that situate professors as knowledge holders and students as knowledge
acquirers. This is shaped, in part, by the realities of working with digital technolo-
gies; often, law professors are no more experts in digital tools than their students,
and students can often have a more intuitive sense of how to use or exploit digital
methods. By encouraging creativity and collaboration in collective problem solving,
power is more likely to flow across the team, as opposed to operating in a linear or
top-down hierarchical fashion.

As suggested thus far, we note that power and representation shift over time and
space and that we do not have the answers to all problems associated with every open
source investigation. Rather, we contend that each digital investigation is an oppor-
tunity to do a type of cost-benefit analysis: How are we sourcing our projects? Who
made the decision as to where to turn our attention? What are the costs and risks asso-
ciated with an investigation and who bears that brunt? How can we illuminate how
different individuals and communities bear these hardships in dissimilar ways? Who

2 For the co-authors of this article, we rotate the order of our names, rather than defaulting to alpha order,
as a way to recognize our equal and shared contribution to the publication. In a previous publication, Fal-
con appeared first. In a future publication, Peake will appear first.
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is at the research decision-making table that informed the investigation or research
plan? This does not suggest dropping an investigation if a perfect assembly of people
have not been formed, but instead remaining salient that each investigation inevitably
engages with the dynamics and complexities of power and that ignoring that context
is irresponsible—and sometimes dangerous.

Questions About Power and Imbalances

There are many links in the chain of an open source investigation. In terms of the
investigative process, the first link is who has access to training in digital open source
research methodologies. Currently, there are dozens of methods for strengthen-
ing access to public-facing information online, from advanced Boolean searching
to knowing how to conduct site-domain and file-type searches, to geolocation and
chronolocation. There are also thousands of identified tools that digital open source
investigators might call upon to assist their work (see, e.g., MetaOsint 2024). No one
can be an expert in all of them, but knowing what is available and having access to
those tools can be an advantage both in terms of producing quality investigations
and related outputs and to being viewed as an expert in the field of practice. When
methodological guidance is solely in English or another dominant language, or tools
are only accessible in certain countries, the barriers to excellence may be prohibi-
tive. Training also has a bearing on fluency in OSI terminology; for example, many
practitioners who do not have access to formal training may use the methods of open
source investigations but call that work something else, meaning that they or others
fail to recognize their proficiency or devalue their contribution to the space.

A second link where power operates in digital investigations is in project or case
selection and funding. Who decides which investigations are worthy of conducting,
especially given limited resources in human rights circles? Who decides the variables
that go into such considerations and what resources will be deployed to support the
work? Case selection questions then lead to funding: who is funded, and on what
basis? Is the funding for a digital open source investigation awarded to an individual
organization or an ecosystem of actors? And taken together — the case selection and
funding questions — then turns the lens back to the motivations of the researchers
themselves: are they seeking to make an impact in the service of others or are they
ego-driven and searching for accolades and prestige?

Investigation planning is another critical stage at which power operates. Who
decides—and how—which members of a team will undertake which research tasks?
Accounting for a holistic security design — in that psychosocial well-being is on par
with digital and physical security — who will bear the burden of any research risks
(physical, digital, or psychosocial) and what exactly are those risks? Have those risks
been thoroughly evaluated for everyone who may be impacted by an investigation,
from the investigator to their team, to those visible in open source materials, to online
posters of information, to broader impacted communities, both now and in the future?
Do decision-makers include people who are most at risk of these various burdens and
are they truly the decision-makers for an investigation?

Dissemination of information is another critical link, as it connects directly to
impact. Who has the follower counts to drive attention to their research, and who
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can command the attention of people in positions of power to do something about
the human rights violations that are documented? Impact, ultimately, is key. Who
benefits from the investigation? Is it the investigation team? The survivors? Has the
dissemination of information, the design of outputs, the identification of potential
audiences been shaped around the interests of survivors? When survivors’ interests
conflict, how is a path forward determined?

The dozens of questions presented here provide insight into the many issues we
consider as part of the UC Digital Investigations Network. The questions underscore
how elements of power are infused within the many stages of the research process
and that without humility, investigators will inevitably make mistakes that could be
quite dangerous. Humility requires a frank acknowledgement that “one doesn’t know
what one doesn’t know”--that it is often more important to listen than to speak, work
collaboratively rather than in isolation, and to ensure processes and outputs do not
endanger those most vulnerable and also prioritize those you aim to serve. This may
include acknowledging that perhaps the methods you are best at are not the most
appropriate for a given task. It also requires testing multiple working hypotheses
when assessing the “who, what, where, where, and how” something happened, avoid-
ing cherry picking of online information and securing peer review and/or review
by those who have been most impacted, to minimize the risk of biases affecting the
analysis. These questions must be asked and re-asked, and these practices worked
and re-worked, for the duration of a digital investigation. Although it seems like
answering the question of who the research serves only needs to happen one time,
humility requires that we revisit questions throughout the research process and make
the necessary pivots to not compromise research integrity nor people’s safety.

Disrupting Power Dynamics in the OSI Field

Through the UC Digital Investigations Network we seek to reimagine the digital
investigations space, disrupting the traditional praxis of power by shifting the opera-
tion of economic, cultural and social capital (Bourdieu 1986; Bourdieu and Wacquant
1992), and engaging in research that centers the impacted community and the well-
being of our researchers, while empowering students with the tools for successful
careers in digital research-an approach grounded in the goals of public interest tech-
nology, which prioritizes equity, inclusivity, and the use of technological practice in
the service of public good. The UC Network is shaped by three core values:

1. Meaningful diversity across research teams;

2. Fostering multi-pronged collaborations amongst teams, amongst campuses, and
with external partners; and.

3. Recognizing one’s and each other’s humanity.

These core values guide every aspect of our collaborative work. Those values have
led us to understand the importance of recognizing power dynamics as part of the
research process and the generative role that humility can have when conducting
digital investigations; it challenges this idea that researchers are all-knowing and
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immune from making mistakes. Humility points to the necessity of asking questions,
slowing down, and knowing when to expand a research team to improve ability and
capacity.

As discussed in this article, analyzing the many dimensions of power requires
investigations undertaken in our labs to be intentionally designed to acknowledge
and reckon with those power differentials, not pretend they do not exist. From our
university labs and alongside our students, disrupting and challenging power dynam-
ics in the broader OSI field is the intervention we seek to make. As academic-practi-
tioners (or “pracademics”), we contend the wider digital investigation field would be
better served with a more explicit acknowledgement of power dynamics and humility
to the overall research process, addressing those elements when explaining method-
ological choices and data analysis in research reports, news stories, or other public-
facing deliverables.

The following section expands on how these three interconnected values may be
operationalized across a university network. In many ways, university campuses are
microcosms of a larger society; the power dynamics, social hierarchies, and multiple
forms of marginalization all reside in this space. They are, at minimum, a field (Bour-
dieu and Wacquant 1992, 76 n.16). Being acutely aware of this reality means we can
chart out a multidisciplinary research community, and one that values cultural and
linguistic diversity, and that understands that with the right support, guidance, and
mentoring, a diverse cohort of students can succeed and make valuable contributions
as digital investigators.

Striving for Meaningful Diversity Across Research Teams

To achieve meaningful diversity requires being proactive in recruitment, for exam-
ple with regards to the messaging used during recruitment, which may implicitly
or explicitly signal to students how much we value linguistic, cultural, sexual, and
gender diversity. These are qualities or traits that are extremely valuable in a digital
investigations space and yet, too many students receive the message from society that
these are under-valued qualities in the professional world. Our core value of striving
for meaningful diversity underpins our recognition that multiple forms of diversity
“strengthens the capacity of our teams” (Falcon et al. 2023). Embracing such diver-
sity, however, does not just mean bringing a broader array of people into our teams;
it also means listening when they signal if they feel disrespected and working collab-
oratively to remedy any wrong. For example, early in the Berkeley Lab’s existence,
a team of students verified several videos representing potential war crimes in Syria;
they approached the director when the report they contributed to came out, under-
scoring their discomfort that their team—primarily composed of young women of
color—was not acknowledged in the report for their contributions, while two men who
worked professionally with the partner organization were given bylines. This resulted
in a healthy conversation and a shift in policy about crediting for work that upended
traditional academic norms which relegate students to the shadows, no matter their
contributions to research, while further elevating those in relative positions of power.

In addition to the teams being staffed by students, each research team is led by
one or more trained student leaders. This leadership structure plays multiple func-
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tions: in addition to providing leadership experience for the student leaders, it alle-
viates some of the workload on the Lab directors, it allows for greater creativity,
innovation, and accountability by striking a balance between students actively taking
responsibility for their research and creating infrastructures of research support to
maintain research integrity. Because of the composition of our labs, our student lead-
ers tend to be primarily women, and often women of color—which counterbalances
the traditional composition of digital open source investigators. Many of our leaders
return to our labs for multiple semesters, or multiple years, and have the experience
of first being a member of a research team. The student leaders meet regularly with
lab faculty and staff to receive training and support as they take on leadership roles
and increased responsibilities. Our labs have an incredibly low attrition rate, which
allows our students to grow their skills and participate in peer-to-peer learning in a
collaborative environment.

We also bring together students from across academic disciplines, including soci-
ology, anthropology, history, public policy, international relations, ethnic and gen-
der studies, computer science, journalism and law. Having multi-disciplinary teams
ensures that different voices are represented within our investigations, and students
are able to share different approaches to research questions informed by their own
studies and even lived experiences. It also helps to shake up hegemonic operations
of power that exist within particular disciplines by making them salient when norms
conflict. This mutli-discplinarity also informs analysis of social media posts and
familiarity with various digital tools for an investigation. And it requires the humility
to recognize when the tools of a particular discipline may not be the most effective
for a particular task, creating greater acuity about when to step forward and when to
step back.

Achieving diversity in research teams means that recruitment language matters.
We noticed the language used in our recruitment materials can influence the type of
students that apply to the labs. When we have emphasized the technology portion of
the lab, or phrased our work in terms of investigating “war crimes,” we have attracted
more male applicants. By emphasizing that we are researching “human rights” using
digital tools, we tend to attract more female applicants. As a result, we have tried
to advertise the research labs as both investigating potential war crimes and human
rights violations, in order to make the language as inclusive as possible.

We have also advertised our holistic security approach in the labs, signaling to
students that the well-being of everyone in the team is important to us, which makes
evident that we see them fully. What has been the result thus far? In assessing the
demographics of our Labs, we reflected:

The result [of our recruitment efforts] is that many of our lab students are women
of color with lived experience in or related to the regions we investigate. These
students impact perspectives about injustice and diversity processes for engag-
ing in research, innovatively contributing new approaches to the work. They
bring creativity in designing and interrogating research questions, many vital
language competencies, and personal dedication to the investigations and to
their teams (Falcon et al. 2023).
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Weaving together a rich tapestry of students means that our students learn from each
other as they engage in the next steps of preparation for a successful open source
investigation and we, as experienced researchers, learn from them.

These next steps include how to conduct digital threat and risk assessments at the
beginning of any project, how to assess their own digital, physical and psychosocial
security, and ways to mitigate risk for communities that are differently situated in
the social world. They strengthen their digital literacy through understanding how to
evaluate different sources found online, including non-English sources. They learn
first-hand about some of the ethical challenges that arise in doing this work, and how
to interrogate their own biases that may influence investigations.

The OSI “field of practice has been overly-represented by investigators who come
from the global North; who are white, male, European/Americans; and who are rela-
tively economically secure compared to the broader populations on which they are
reporting” (Falcon et al. 2023). We have the opposite representation in our labs, in
part because we value a wide range of traditionally undervalued abilities, such as
language skills and lived knowledge, and the “soft” skills needed to collaborate effec-
tively as part of a team. And thus, the OSI field could be better served by rethink-
ing its recruitment and making a concerted effort to attract the widest representation
possible.

Multi-pronged Collaborations Within and Outside of the Labs

The heart of any digital open source investigation is collaboration. In our labs, we
think about the collaboration amongst peers, professors or other researchers, and
external partners. Collaborations require leadership and our labs provide an ideal
space in which students can take on added responsibility from the very start of an
investigation, including being a point of contact for any external partners. Through
a multi-pronged collaboration model, we are helping students develop their voices
and preparing a new generation of human rights digital investigators, equipped and
empowered to lead complex human rights projects once they leave the university.

Our student leaders graduate from the labs with the knowledge of how to design,
implement, and deliver projects for external partners. They learn how to communi-
cate professionally with a range of collaborators, from fellow students, to faculty, to
practitioners. They are equipped with a deep toolkit of digital investigations skills
and digital literacy. They have an understanding of how to teach others about their
work. And by the time they graduate, they have begun to build their professional
network through direct interactions with our partners.

An example of an extremely productive partnership is one we engaged in with
Cultural Survival, an Indigenous-led non-governmental organization that advocates
for Indigenous Peoples’ rights and supports Indigenous communities’ self-determina-
tion, cultures, and political resilience. We have worked with this partner since 2019
and have been able to co-design several research investigations with them, primarily
focused on the targeting of Indigenous land defenders in Latin America. Each project
begins with a consult meeting; in this meeting, we discuss the added research capac-
ity support students in our Labs can offer their organization. From there, we generate
a research brief to come to consensus on the purpose of the project, research ques-
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tions, and deliverables. Given the delicate subject matter, Cultural Survival ensures
we have permission from families or communities on public deliverables that feature
a community member, and that the final products actually assist Cultural Survival
with their organizational mission. Students feel empowered by the work despite the
difficult subject matter, and have a real-world research experience coupled with a
vibrant learning environment.

By having dedicated and trained student leaders, we are also disrupting the notion
of power within academia in which the professor makes all the decisions in the class-
room. We establish an environment in our seminars and meetings in which students
may brainstorm a new research direction, or deliberate with each other on data inter-
pretation. This is not a common experience for students in large public universities.
Moreover, they are working on real-world cases, through which they are exposed to
the implications of their research for another community. This context has resulted
in students feeling especially responsible for conducting research ethically and care-
fully because of its potential positive or negative impact. Indeed, they often spot
issues we do not.

Our labs collaborate with external organizations who work with us on digital
investigations as we aim to support their efforts and to model for our students the time
and effort we take to build effective partnerships and networks beyond the univer-
sity. These organizations are focused on human rights, media, law or journalism. For
our labs, having external partner organizations has meant that students are regularly
reminded they are offering research assistance in the service of others, which imme-
diately decenters them and us. This decentering disrupts the power dynamics within
academia in which knowledge is often portrayed and disseminated in one direction.
Through these collaborations, we show that knowledge production is a collaborative
and iterative endeavor.

Ultimately, we try to establish a culture that is impact-driven, as opposed to ego-
driven:® one where the focus is on effectuating necessary change in the world, not on
spotlighting particular people or organizations in ways that glorify their role in bring-
ing attention to specific incidents or conflicts. As noted earlier, this is a risk illustrated
by Zara Rahman and Gabi Ivens, who have underscored the imbalance between cred-
iting of investigators and those who may have risked quite a lot to capture footage of
their experiences and post that information online (Rahman and Ivens 2020).

Libby McAvoy has called for social relationships in which investigators (“con-
tent-analyzers”) exercise solidarity with those most proximate to the incidents under
investigation (“content-creators”). This raises a critical question: how can investi-
gators, especially those outside areas hit by crisis and conflict, convert their rela-
tive privileges into true expressions of solidarity? This question, in turn, requires an
assessment of what solidarity is. According to McAvoy, solidarity exists and is at its
most powerful when content-analyzers and content-creators forge relationships to
minimize the risk of “disconnected” methodologies. She underscores that “[s]olidar-
ity in human rights involves deliberate, negotiated, genuine, transnational collabora-
tion” and creating a ““we’ among actors that redistributes and balances burdens and

3 Thank you to Brad Samuels and Jackie Geis for their thought partnership on this issue.
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benefits across ‘vast divides of privilege, geography, language, culture, education,
and more.””.

McAvoy has outlined five common practices in the digital open source investiga-
tions space that “exacerbate divides” and thus are in tension with fostering solidarity.
Flipping this list of things to avoid into a list of things to do, would mean (1) using
interpretive translation whenever possible instead of interpretative (automated) trans-
lation, recognizing the limitations of the latter in fostering deep understanding; (2)
recognizing the ways in which online information—and especially visual content—can
fail to represent reality; this includes remembering there are issues that may be less
visible but are equally important (Koenig and Egan 2021); (3) ensuring respectful
communication about others’ traumas and experiences; (4) ensuring that funding and
crediting reflect the labor that goes into an investigation;* and (5) not only securing
informed consent whenever using content,? but prioritizing collaboration and skill-
sharing with directly affected people and populations.

Honoring Emotions when Conducting Digital Investigations

Of course, not all investigators are a stranger to the subjects they are investigat-
ing. Having personal connections to the investigations can bring up past trauma and/
or make students more vulnerable to secondary or vicarious trauma (Koenig and
Lampros 2023), just as they can for victims interacting with court processes (Ullrich
2024). Raising awareness of how their personal experiences and identities, based on
ethnicity, language, or family history can play a role in influencing research designs
can be a benefit in some ways, and in other ways expose them to psychosocial risks.
Coupled with the personal connection of course is just being human, having feelings
and emotions when investigating human atrocities, violence, and other tragedies that
anyone with a moral compass or heart is going to experience. In certain professions,
such as the medical field, emotions can be disorienting and prevent one from doing
their job well, such as performing surgery, and practitioners are deliberately trained
to keep their emotions at bay, to control them in order to, in some cases, save some-
one’s life. Of course, the COVID-19 pandemic demonstrated that even health profes-
sionals reach their breaking points.

4 Importantly, ensuring a crediting scheme based on actual contributions is in tension with academic
and other practices that prioritize status over the work itself, or that ignores certain kinds of labor—like
emotional labor (for an example relevant to the justice and accountability field, see Ullrich 2024). In the
research labs, students get pass or no pass credit, as opposed to a grade. In our experience, this evaluation
set-up has not resulted in students being unmotivated. Since they are working with real life cases, and in
dialogue with external community partners, students feel an added importance of and responsibility to
the research they are conducting. In the extremely rare cases where students do not fulfill their research
responsibilities, a faculty or professional staff member would have a conversation with the student to
discuss their capacity; from that conversation the student may take a short leave until they are able to
re-commit or they have to step off the team once the semester concludes. In general, the students are
extremely motivated and eager to conduct meaningful research.

5 This raises acute issues around when it is safe to reach out to remote parties. Who may bear the risks?
And if consent cannot or should not be sought, does that mean that person’s voice should not be included?
Or are there modifications that can be made that may reflect the individual’s interests and/or will? For more
on this, please see Koenig et al. 2024.
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In the UCDIN, we recognize that emotions are important, and rather than encour-
age students to be aloof and feel distant from what they are researching, we invite
teammates to discuss the raw emotions that are inevitable with this type of work. Our
labs’ resiliency curricula and overall research approach asks students to reflect on the
relationships they have to the research, and the potential impact of the research on
their well-being (Gupta 2022). As we have argued previously, “The nature of digital
investigations can be isolating and dissociative, so it is vital that new and returning
students are taught to recognize when they are being negatively affected by the work”
(Falcon et al. 2023).

One of the factors we are most mindful of, in part because of the demographically
rich student population we work with, is that working on real life investigations —
not ones from the past in history books and discussed during classes — means they
internalize a newfound responsibility to do the work well. But doing the work well
does not mean to put themselves at risk for real psychosocial harms such as depres-
sion, anxiety, isolation, loss of appetite, and so forth. Instead, they are taught that
“resiliency is a responsibility;” similar to putting on an oxygen mask in an airplane
before helping the child next to them, they are trained to recognize that they cannot
help others over the long term without cultivating sustainability in themselves. By
encouraging students to reflect on how they are doing psychologically before they
start the research process means they will reduce the chance of engaging in harmful
behaviors (such as numbing themselves with drugs or alcohol) or otherwise making
a mistake that compromises the research. And at the same time, training students to
gauge when a break and regrouping is needed to continue with the research versus
genuine feelings of being overwhelmed require very open communication and self-
awareness. In other words, we support our students to not look away, to not become
desensitized, but to be aware of when to look and how to look to maximize sustain-
ability in this often-upsetting work, and minimize unnecessary risk.

Hearing from graduates of our labs, however, indicates that many organizations
in the OSI field—outside of a small handful-do not seriously consider psychosocial
impacts in their practice. They have non-negotiable deadlines, intensive work hours,
and are often working separately due to the remote nature of their work. Alumni have
shared with us about the disconnect of their lab experience when entering the profes-
sional digital investigation space, where there may be little to no space to discuss the
impact on their well-being when reviewing difficult and sometimes graphic content.
We all do not have the same bandwidth, and some investigators are able to view
a considerable amount of graphic content before experiencing negative effects, but
everyone has a limit and the goal is to identify and be cognizant of that limit and to
respect it, because pushing oneself past the limit puts the overall digital investigation
at risk.

All of the psychosocial elements discussed in this section can be in tension with
the realities that sometimes time is working against us, because certain investigations
do in fact need to move at a certain pace and reach a conclusion at a specific time.
Rather than negate those realities, the importance of fostering a network beyond the
university cannot be over-stated. Neither can the need to ensure appropriate resources
to meet those deadlines and workloads without harming the human rights of practi-
tioners (see, e.g., United Nations Office of the High Commissioner for Human Rights
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2020). When these partnerships have been cultivated, then obtaining external support
can make a tremendous difference.

This section started by identifying the three core values as UCDIN — 1) meaningful
diversity across research teams; 2) fostering multi-pronged collaborations amongst
teams, amongst campuses, and with external partners; and 3) recognizing one’s
and each other’s humanity — to situate how the design of our digital investigations
labs comes with an attention to power dynamics, to well-being, and responsiveness
with regards to our student populations. These three values do not function in silos
but rather inform one another. For instance, recruiting meaningful diversity across
research teams requires a recognition of each other’s humanity so we are creating
learning spaces that are as free as possible of implicit and explicit biases. Fostering an
environment built on collaboration means we acknowledge that we come to the table
with different forms of cultural and social capital, and that when we come together,
our investigations and our investigation teams are better for it.

Conclusion

Eyal Weizman of Forensic Architecture explains that open source investigations pro-
vide an alternative set of tools (or “truth practices”) and actors to participate in ‘tak-
ing’ responsibility and practicing agency in their documentation and accountability
structures (2019, at 3). Weizman specifically discusses the use of OSI to combat dark
epistemology, or the practice of negation and erasure by state perpetrators and other
actors of individuals’ lived experiences, including experiences of trauma. OSI and
digital forensics can provide a method of producing a “common ground”-- a fun-
damental component of any “political initiative” (Weizman 2019, at 3). Developing
a shared perspective that counters the erasure of truth(s), in favor of memory and
accountability, requires developing a space where multiple “subjugated standpoints”
can come together (Haraway 2020).

As founders of our respective Labs and of the UC Digital Investigations Network,
our learning has taken place alongside the broader community of practice. Our prac-
titioner peers and our students have been our teachers as much as — if not more than
— we have been theirs, providing their own insights into how to build inclusive work
spaces and identify the power imbalances we may inadvertently overlook or — worse
— reproduce.

The launching of the Berkeley Protocol on Digital Open Source Investigations
(UN Human Rights Office 2020) marked a milestone in the professionalism of such
investigations, and their growing recognition by established bodies of human rights
practice. The former High Commissioner for Human Rights Michele Bachelet’s com-
ments were particularly powerful: she noted that the protocol is “ultimately, about
protecting human rights and advancing justice” (United Nations Office of the High
Commissioner for Human Rights 2020). She added that she welcomed “in particular,
its principles of humanity, inclusivity and dignity” (ibid.) While the Protocol was a
first attempt to create principles upon which the field of practice could responsibly
be built—principles designed to protect the quality of investigations and the dignity
of all involved, and thus to push practitioners towards greater self-awareness of the
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operation of power to ensure the support of those who may be most vulnerable—the
fact that it was launched first in English is yet another manifestation of how power
is operating in the space, and more specifically, who is doing this work and helping
to shape its future. While not everyone can do everything, and the translation of the
protocol into all of the languages of the United Nations is a critical first step towards
disseminating that tool and empowering others to engage in these methods—as are
community-led translations into Turkish, Ukrainian and other languages—the global
community needs to determine next who has the opportunity to be trained in those
methods. Indeed, what matters most now is how those principles are operationalized,
and the norms, especially with regards to humility, that develop about what can be
done, as well as by whom, and how.
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